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Requirements for Cryptographic Modules (http://csrc.nist.gov/cryptval/)
JIS Q 27002:2014 : FWMBFM — X =2 U7 1 Hili—FHht = U 7 ¢ FEROFEE
D= DM

BB KROFRGEERICET ik (PR 12455 A 31 B IEH 102 5. ik
1« Pk 26 42 6 1 13 HIEHHES 69 75)
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11

WEE - 155

- IR PESR

ZEAT B iEMHE TR CPRE 1842 3 A 27 H
BOROLIE - SRR 27 4E 9 H 8 HBA - 154

BB R OTRREER
B RITPEEEBEDH 2 5.
BERE 1)

BB R OREREER
1344 H 27T H WHRE4 -

(2B DIERIC IS R ERRGEREH OB E IR D fagt (CFRk

EHE - BRIFHEERETE 2 75)

S

AGERERE, THAEMSHRGER HPKI B4 MREAE ] KO T HAEMSEGER HPKI
uwiEﬁHuEE)ﬂij IR L EMOEMEZEROFTAH I L TEA AR E (L1
T BAHREAE LIRS KO BREHAREREAE (LU, BBREMGEHE LS, ) &
BITTDbDTH D, (LT, B MRERE & RREMGENAE 2 X722 < ES5E1E TIA
FREAE ] LIRS, ) AGRRERAFIT LIcEFREAEIL. BAETBEIC L > ThES T
MrbEEREALE PKIGEGRER B4 HREAERY ) KO0 MrfEEREAL B PKI F3GE
JRRRFER (N) RY ) IZHESE, HA L DORHEER VEREMESEN—RICEEST 5
N5 & EAHT 5,

£io, KBFEROEFREHE (LT, CAGEMHELFES) |

FRREfRN D FEAT S, AFRALRI iﬁﬂ)\%uﬁlﬁi@%’%ﬁ% T9

JE A= 5718E HPKI /L— |

1.2 XEDARTEHR
KREF2 A bOAHE THREMSRIEERRRE] &1 5,
ARRFa A RO, RREERER ERTH 2 A AREMSEOMAEIEAEDOAS TV =
7 MRl F AT O®mY &3 %,
#1.2 A7 =7 MBI
ZAys ATV N AV ES/AN- VRS
ERNEREITES Japan Medical 0.2.440.200134
Association
EENRIESES ) JMA Certification 0.2.440.200134.100.1
Authority (JMA CA)
AAEMSRFERENKE | JMA CA CPS 0.2.440.200134.100.1.1
E4 REAE HPKI &4 HFEHER Y ¥ | 1.2.392.100495.1.5.1.1.3.1
HPKI &4 7 A b HGEA#E | 1.2.392.100495.1.5.1.1.0.1
KUY
FORIEFHRER HPKIGEFEH (AN) FERIE | 1.2.392.100495.1.5.1.2.3.1
NI
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HPKIZEEET A M (AN) 1.2.392.100495.1.5.1.2.0.1
REERY

1.3 PKI OR%E
AKRCPSIF AFIEIC L0 T SN DEFEHERIT R ORI EL I CEH SND, Fiz,
ZIKHALA uﬂz)%' J: D %?‘Téﬂé/ﬂéf@% HE%E iK CPS Z)) %FH éﬂé

1-3-1 nll_, HE%
PRER (CA) 1%, 17/ (TA) &R (RA) 2#ZOMRESR E L, HAEMSIC
X V#EE IS, AL, K CPS OBSF M OME NGO BEIE 2 Bk & SR ic, 2% %
ﬁ@&b#:kfamaﬁ%?%o)yig%% B%ﬂ?ﬁ‘é 3:73)(%6

132 TR
AT, BRI OEFIENERIT, KROEFHE L=, EFtHEDORIT. K
IO EATY, Fio, RIRHCEEAERZ U A b (BUF, CRL LIRS, ) Z1ERL. %17
T 5, 728, A CPS OmSF M OME ANE MO E 2 B\ & S, BRE 2 E 287
ZETHITRES O —H UIEMEMNBEFET H Z N TE D,

1.3.3 E&E
HekRiL, EFAEAERITHREEDN O OB FIEHEDOFKIT. KIOHHEZMAE DD
BEITS, Fio, BEEBICBWT, MURARANEMR, PiEE~OEFIEHEDORLST
EITHobDET D,
72¥, A CPS Oy K OME NAEHR DL E/R B A SR, HIRSERRFE A I 22
O & TR ES DO —MEI LT H LN TED,

1.3.4 MAE
IMAFE &%, AFRRER AEAEOFIARGEEITV., B EAEL B LAAT 2
fENZ &9, bn)v%@%ul i/k@é::fo nET 5,
2= i
PR R S D
1.35 RiHE

WREEH L1, ARBRERAFEAT LICEFREHELZEE L. 7 V2 VB & ARG F
DG THGEEST 28 Th D, MEEE L. A CPS ONFIZHOWTEMFEL, A L7 BT
AT LD LT 5,

Copyright 2016 A#stEHIIE AN H ARZE R All rights reserved. 12



1.3.6 ZDOHthDREFRE
HE L7,

1.4 SIAEDFERAE
1.4.1 BEYGFIRAEZEDFEMA
A CPS TED DMAFFEHEIT, RICED HFHHBICOAMEHTE %,
(1) B4 AGEE  EREFE EOREERELS T — B AR UEE OB 4 e
(2) FRREFIGERIE « EEEFE S OREERRAL B — & R 5238 OFRFEA

142 BitEShBHiAEDHER
A CPS TED L MMAEFEHFIL, A CPS 1.4.1 ‘Fﬁ@]&%{t%i@ﬁﬂﬂj TED D g
TOHFIAT L LD ET D, TNLSOHBRTOER SN-HE, ARGERIE—Y0H

fEERADRVWbEDET 5,

1.5 Ry EHE
151 XEZEET LK
A CPS OEHAMRIL. AWtEEEAN BAEMS Bl 24— 5,

152 BLEbhtEik
A CPSIZET WA DLEEEZLUTO LI ICTED D,

[RWA 5]
7= c HARERMS Bttt ¥ —
At : ARERMNSAERER (BH, #U5RH. FEREMHRL)
10:00~12:00, 13:00~17:00
R an A : 03-3942-7050
FAX &%= : 03-3946-2136

email 7 R LA : tolawase@jmaca.med.or.jp

153 CPSDOR) SEEMEHERET 5E
A CPS @ HPKI-CP ~Dii &2 e 5 1x. HPKI iRGERHMFES#HETH 5,

154 CPSAZEFHmE
ZIK CPSix. #& HE%V% u T%EL s HE)%{JQE%%VJ)%E jﬂé
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16 EERLHE

)
[=]

(BH~~)
7 —751 47 (Archive)
B REHEDIIT « KINTED D060, FRRER DO v AT MEMICRE D 5 oS 2 e
T5HZ L,

K57 =2 X2 (Algorithm)
Wb,/ 5120, X725 2 DO8AfE 5 AR S L. EHHICHELEEZANVDS
Hmgns 5 (A8 7)) 236 %, Ai# 213X RSA, ElGamal W55, FEM #7572 E3 &
0. BEIITKEBIEAED DES RIrF#H L < DES O#%fk: L TIRE -7 AES 72 &8
HD,

K 5€Y 2 —/L (Hardware Security Module)
FAPECFE B 2 2 2R E L, 8T ARSCBEL SO SEEEZITO N~ KU =T
XIZV 7 b 2T DOFEY 2—),

ZRt. ZRLED. SMEBERE,
AFBRERIE, TR, BRROEBOEIMEITEHOEFZMBICEIET L2 L0
Do
ZREICB VTR, EBRFERN., EHRERK, € OMATERER B LA 235380 5326077
X%,
AETIE, b zBbETERL, BREER. IMIRTE L5

x> Rz 7 47 4 (EndEntity)
FERA R DRI TR G ORRFR, ABEST ZFTA L TVBEE (27 47 1) T, AH
HEEELZFAT 2 b0,  (HA Mk, T4 X, 7TV r—varil)
¥, FIERIZT Y R T 47 4 I & ENR0,

47V =7 MNi#Bl¥ (Object Identifier)
ATVl OFINEITO o, ATV MIEEMT B —E R E,

&AL (Activate)

WA BL I EOERIHERTHZ ENTEHREICTHZ L, Wi, FHTER<T5
ZEERIEEMEILE VD,
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## & (Key Length)
BT 2OV A X, @ETNAY XLUKFET D, HTHOBEIT IO IITL-
TRED, BEITIETVIEWVZEMGRNEEIC 2508, BAOK A vEe— U2 EKT 5
BROER & 23722 K 91272 %, G ROMIE % AET S > THEUIREER 2 18IRT 5 LENH D,

FEDTEFE (Key Escrow)
AR A TERET D 2 &,

#E~7 (Key Pair)
FAASE L TN 2 BRSO X,

A (Subscriber)
PRRERIN B RRFED =D DB AEHEEZ RITIN D H,

NI FERA 2
AFERRER 2> B INAFE 6 L TRAT ST A BHEEEEF O Z &

fe5h1t. (Compromise)
FAHE ORETE RO EEE, k., WREIZZ-T, ZOMEMEEZLS Z L,

EE#E (Relying Party)
Wl L1, T2 NVBL OB 5,

A\BA%E (Public Key)
FLAHEL TR DBET, T VXNV BLORGEZHW D,

NBREERERAE (Public Key Certificate)
IMAF DT L NBREEEZ RS L CARBOEIEMZFEH T H5EE T, FIERGEIEICH
W95, BAEAED D WVITHICEEAZE S V), ABRSEREAEIZIX, AREOMAEE
. ABRSE, CA OIfFH. £ OMFEHEOHIHMBAIEN T ., CADEALNFIND,

HCO B4R E (Self Signed Certificate)
AR H & DT OIZHATT 2 EAFREAE, BITER EMABELBFR L TH S,

%%h (Revocation)

Copyright 2016 A#stEHIIE AN H ARZE R All rights reserved. 15



ARIRENC, IS 0BE (B - ki) ICXVEFREAFELBEDNT L2 L,
BRI, AANDPDLOREIZL D2, BERIZIT CADHWI TR SN D Z L b DD,

FLAH (Private Key)
NBRgE L KN 72 8, ABET, AN WK S ICROFTEHE LT NERST S, L
ARETEL LI DL, EHUCKHET 2 A TOAMBIENFRETH 5,

REBERZN U 2k (Certificate Revocation List, Authority Revocation List)
KW LTZBFEHEZEDO U X K,
ARFFERIZIB N T, IMAFTERAFEO RS Y A F28 CRLICFEE# I, HEBAEHAHFL
U7 CAREMEED RS Y 2 b3 ARL IZR#EEN D,

FAEPHEFRITESR (Certificate Signing Request)
HEI %‘b‘%nu HLE)% \—Eﬁl%uﬂz%i%\é %;ky)éf;&b@g* pE%i%ﬁzﬁkj‘é 725D
JCE TR DIHEHM T, EORNFIZIT, HEEH OFTEM, — 7 R AR & O HN
aEND,

%ftlfﬁi‘f Y v (Certificate Policy : CP)
HOEX 2 VT 4 BHE L, FFEDAI2=T 4 KO/ XIIT7 7V r—ra o
7T A~OHEANEERET 5. 4RI S BEDES

FRE I EFREHEONM 2 B9 2 ERo Z &,

sz 54 J7 (LRA : Local Reception Authority)
AAREMSICHAESRER PR 2R U, HIERSEHFEE CRET 2 FE IR EHTED
T¥BEET oFEROZ L,

%4 (Electronic Signature)
LEOELVEZRGET 27201 b D B4R, AREKSRELFMEL, M
Fn Zli)\”fé?)é LEMERT DL L BIC, BRPEEETICHEINTWRWN T & 23]
THZENTED, AFEKESFXEHOCTERLIZELITT VA VELE BN,

ks (Registration Authority)
BAFAEHERITORGFEEORANEZEFER - MR L, & UTREEG 1T DM, B8R
I, RREROMEED O b, —EOEFEIT I, LT 2 Y7V =2 h Ol & A NMERRR
CHIEZA D, ETREHEFICEA LY, BITLED I LAY,
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SRER) (Certification Authority)
AEREERIT T DR, FERERIE. ARENAHEWVWRIAAD LD TH D EREB AT
HEZR R =B C, NIE, LB H D EFHE X RITNE R B 220,

EFEM R (Certification Practice Statement)
EE%%ﬂ: U NS 7-FRRE R \—OI/\VC@/%EE% i nIE)%'Z)) HE%E%%\% ?‘é_é
EXICBRHT HEERICETAENE L EMIT NS,

R ==
PREEB AR 9 B, BRI RO AN RE SNTBE V), BEREH Ak &
X, A OBEFHRAC, IMAEDYS CEEAEZ X 7 v m— KT 5B 1 ERR Y ]
SNDHID, "AY— REZHHTDHBIZHNDRMEEZ VD,

R
FRAL TS PR (TR B AR SR ST R 5 T FH M O D) 737
SNEEEVS, L, BEEERREOLSRESNDHAERS.

R
IMAE S U < 1T AR A R 2> B BE £ 72 1T AT R AR DR DA E - HiEE
KO E R 2558 - BT 272D DHETH 5,
TAEFBEICB WL, BRFEUANREGIINLHBAD Z LR X 9 ITHiafE S il
DX & EXRB S TN D,

AT (IssuerAuthority)
AEREDOIERL « B1T2 F & U TRITES 21T OB, BITRIL. REELRORED 9
5N *%®% w179,

Ny v = B4 (Hash Function)

FEEORIDOT = NOEERD T X LR MEEZ AT DR 5, Ak L7 fElE T
vy afli] EMEEND, Ny Y afEld, Ny Vv aERDEOT -4 ZHHE T E RV—J5H
P, B D 2 00T =D BE—O/Ny ¥ a ERER SN D EEENRETH D LD
MEZF>, ZOMWENSOT —Z 28ZET BT, BMEMOER LTy ¥ a2l L %ZE
MTT—=F D~y v 2l RO THE Z g Ll 83— i, 77— 2 BNiEfEE+H ol
TAENTWRNWT LR TE 5,

v 77 AL (Profile)
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AEIAESCRE RN Y A ML 2 FE M QYRR ORI T L ED 72 b 0,

UARY MV (Repository)
EF A E R OGEERN Y A M EMLABRT 67 — % X—2,

U7 REE
CAHZHHT LT, HLWACEA T (NewWithNew) & iy ittftod> CA #it &
B LW D CA SEAARAHT D7 DITFITI NS EFAEAE, Vo ZiEFEIC L > T, i
RO D CA D OEAFAEEZ AT IR A COIEAERGEN FRE & 72 5,
U v 7 GEEICIE. B LOWABREC H WEAA S CEA L7iEE (NewWithOld) &
VAR LW #ECEA LIZFEE (OldWithNew) 3% %,

/— 1 CA (Root CA)
BB R DFRAEREIE (2B T, PS8 O EALICALE T DR8RER O Z &, TLIZE T 50
RO AFGEREAEOFRIT, KB T D, AEIERICRIT 50— CA L. BAEE
HPKI /v— FBRERDZEE T 5,

(A~7Z)
ARL (Authority Revocation List)
REERN Y A M EZROZ &,

CA (Certification Authority)
AEREZROZ &,

CA FEFAFE
FRRERIN R L THAT SNIZE FREHE, ARGRERICHT 5 CAGEHEIL, B B4R
HTHD,

CP (Certificate Policy)
AHERY CEBROZ L,

CPS (Certification Practice Statement)
nu nﬁ%ﬁ!ﬁﬁii%#%ﬁg@ <E

CRL (Certificate Revocation List)
AEBHERD Y A N ESROZ L,
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CRL HiiE
AERAER G WS, AR RITT 5 CRLICEEHM SN TV O LR T HZ &,

CSR (Certificate Signing Request)
AEHERITEREZZRO Z &,

DN (Distinguished Name)
X.500 B IZ BN TED DT ikA4 . X500 Bk CTikpll+2kE+T 252 Lk >
NED—EMVEERET D,

FIPS 140-2 (Federal Information Processing Standard)
FIPS & (3K [ERE IR HALEAE #E©, FIPS140-1/140-2 (IR 5ALE ¥ 2 — i3l 7§ &
X2 VT A B EZHELTCbD, X2 T 4 BRI L TAEREOEXF 2 T 1 b
L (AR LDV I~ Lok 4) ETED TV D,

IA (Issuer Authority)
FITREZROZ L,

LRA (Local Reception Authority)
HIRZ M EEREZROZ L,

OID (Object ID)
FT Y=y NERTFEBROZ L,

PKI (Public Key Infrastructure)
INPHSREEE, ABHSERT BT & W O WS E A2 LI CERRE R S AP R E 2 AT L,
ZDREAEEZ AW TEL S BARGE, W5 H 5. RaEx rTeRIC T 5 H 7,

RA (Registration Authority)
BixRezZROZ L,

RSA
INBREEREFE D —D, Rivest. Shamir. Adleman @ 3 &4IC K> CHREIN., FD4
Az & > TAMHT bz, ERBEEORRE MMORNESZRA Lz O T, ABHGEE
FOEAREL L TE L L TWD,

SHA1 (Secure Hash Algorithm 1)
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Ny valEO—o, EEDOEIDOT—% )5 160bit DNy v 2l E ERT 5,

SHA256 (Secure Hash Algorithm 256)
SHA-2 7 N—T DNy ¥ 28O —2 LB DE IDOT —X )5 256bit D/ Ny ¥ 2l
TERCT %,

X.500
ITU-T/ISO NEDT=T 4 L7 h Y P —1 R 5 EFRILYE,

X.509
ITU-T/ISO N E O 7= REE KR OFEZELRZN U 2 MB35 [EFSERE, X.509v3 Tl
T RERA B CPEIRMEI 2 5% T T, BRI EORITE M E OEREZBNT 52 ENTE
%,
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2. RERVGIARD FDERE

21 YKRT Y
URY VI, 24 F5f# 365 HIEPFIHA ATREZR b D & L FIZEFIRIZND b D & T 5,
HL, VAT LMMRHEEFICL D TOERABM Web 1 FETHEM LT, —RFAYIZIFLL
TLHIENDD, £lo, BRKR EXDEGRWIEEIT, FANZBHM TERWLEE L H D,
URY b VI, FEREROFERE & KGR & OINAFE DRERE R 2,

URY Y KIERABM Web 1 ~E, BLFIZRT URLICTAR LD,

(1) URTRY
KRR D RIN Y A ARG T2 LA R ISR 5,
GRSl URL

SHA1 x})is http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
E4 MEEE

SHA1 *})i http://crl.pki.med.or.jp/repository/crl/crl-auth.crl
ol FHRIE R 5

SHA256 %fits http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
E4 MEEE

SHA256 %} http://crl.pki.med.or.jp/repository/crl/crl-auth2.crl
FORIE FHRERA

(2)  THHRABIH Web ¥4 &

http://www.jmaca.med.or.jp/

2.2 FEAERIHO AR
R TIE, LR OERE U REY b U B2 WIEEHRAB T Web - ~ 2F| ] L CAB
+%,
(1) VAED I TABENDHEHR
ULIFOE#E )V ARD P VICKki L. AT 5,
CA FEF &
CRL

(2) Web A F ETREENDIEH
LUF D1 2 15 @B Web ¥4+ ETABT %,
A CPS
ERIVEERS R
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[EPNIEREES PoEay
Z O, AFRRER DS TE B L & D A AR L

2.3 NHADOEHXIEEDHEE
A CPS 2.2 GEHIERFHROAR (1) VAY b CARS LM CEDREmRIT, &
WOLEDEE L THD 24 RHILINICEH SN b0 LT 5, 7o, A CPS 2.2 FEHH
OB (2) Web %1 b L CABISNDIHH] TEDIFFBRIT, HROLEHIE L

THHLIHERLNICEFSND D LT D,

24RO M) ADTHERER
AZRAFOV EY N U ROFERABF Web A MIABSNI-ERIZ, A2 % —F v k
AW UTIRMEIND, Z2d, ABEBIIIMAE K OWIEE ICx L CIEEAm 0 AL LT

KRBT D,
NRREBRIE, A Z =%y M EOBEERZHEOEPHICRES LD D LT 5,
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H&EII & U I:Ill.;\

3.1 BMRE
3.1.1 &AMDIESE

3.1.2

3.1.3

3.14

3.1.5

3.1.6

KRBFERPBFATT 2EAFEAFIEA SNV 7V =7 MITIMAZEL & T 5,

A4 1% X.500 @ Distinguished Name (LT, DN &FES, ) ZEHT 5, fRidE
AR AL 8 PKI Cld, C1X JP &7 %, £72 CommonName [ZMZH T, MAEZDK4 (1
— VIR BLOYEIMAE DEFERGRE S LT D,

BEMABRZEZH O LEDLEM
AFERER N FEAT T 2 B AREAF ORI 1L, BEEE IC K-> THiES ., il Sh
LEOBROHLED LT D,

MAZEDERAMXIERA 4
HIE LRV,

BREMBXEMERT H-HDRA
LT IRT D720 OFIANT, A CPS 7. GEHFE & CRL/ARL O 7 17 7 A )b (21
5 o

ZD—EH

RABFERNFITT HEFREAEOIMAES  (subjectDN) 13, AFERERANT—EICT
L= 7T E S (SN) 2ETe, F7-. RAEROL4F (issuerDN) 13, FRIEEHE
*BH*JJ:/\ETPKI W"C z'gnunft)%%ga ?E‘Lﬂ_\‘j‘%)@ff%éo

it LR UERORE

PARESE T OHERNC DWW T, PIIEMETRIE N ETOMMEZ R T5bD &35, HL,
AFSRERIR GBI N T, BT ERICEEN S SN TO D56, L%
IR IMABEHEFICRRRT 2N 2 AT 000 LT 2,

o, AERERITSLEITIE U, PAEEMEATRFE IS L, RAEEICRE 92 HIBESE O AR EHH
DM ZRD D Z LN TE D,
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3.2 #EIDARNEHR

3.21

3.2.2

ERBORAZIAYT 5%

ARBFERIX, AFERER TMAE AR E MABZRLAREE AT D, T OINAE AR
Zem B IMAE DB 2 MAERAESEDOFTA Z 5L 2 A REH 4 ARk
Do MBS IVIZMAETEAE LIMAE AR Z MR (LT, TRERERISEAR) &
FE5, ) AT D,

ARFBFERIE, MAE RGBT L CTERETHEE L72GEIE. EXRIMAE ITIAE
MARZTAISE L7720, RANREZREE FFFM) 2 THEET L, b LITERE
7L 5 EH B ESE CHEET 2581, MAEOZHEE MR TE 2 EHEIIST 5,

il =7 A A SRR R A IZ AT 7213 m T 2 5613, MU M558 R 03 B E
% B L0 MESEITMAZ a5,

F 7o, AEIAERBEARO PIN X, IMAFIZTHRIET 5 - OARBIER 7 S IMAE 25 L
T PIN OEfHFAT D20,

FHEEE DIAF ABRGE L MAE AR Z AT 25615, MAZAREZ R L TR
RRESRIT S LRERIEFEATE R 21T O BR. APHSERERE L A8 L O R AT 2729
2. RRERNDDTF ¥ L DICEL T, IMAROFTAZEHT2b0E T2, 5
VT HEEE MR U7 REIA ERITER (CSR) OBAMGEEIZ LY . AAAHOFTA & i
RIDHLDOETD,

S TOFRH

ARFRAE RN B OF FE OB FREAEOR M B 21T 5 AL, BEFIEHAED
AL D, ROWTAOHFETHI OFTE S L < IXEE 3 5 Mk 0 a2 8 d%
JIZAEFE L 72 < TR B 7220, MEFEICHW D FEFICOW T, AHIMAO DR, &
EHERAL DB D& ANTIE AR B,

EYNEh A7 ey

BROHFIHRERN PR A RE SR OB RFICHR M L2 E ORIARD 2 v — R
B R S B S D FR IE % 32 T - BRSO B AR R & 0 AT S iz e E@mED a v —r
ERREENBFRAITH L ITZME LICREAE, FEFTETRZ RO LTV HD
(%) Oar—DWThnaEEET 5 2 LIck > CHREEOFEEMESGET D,
7wk, lEEwEmEO A —2 R LG EIE, FEEKORRIERERSE TH 5
ZEDONGERFIRFZ e SN2 b D T 50, TN OFEESE CREMZGEL
et PN O SCA % RSB B RAT S D ELE 3 1 A LAN O S HA
HEO B —7p CIRREFREES CTH D Z L 2RI T A EHORNEVAEE T 5,
Flo, TNDHDONFEDOFIC WD FFEEHITIL, FRERICB W CHROE B
ThHEORAVPTH I N TR TI R B0,
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TENEEEOLE

BRLFIGE ., ORIREFIEBIE O BB R IR L 2B DRIAD 2 B — £k
B E RSB DR TE 2 2 T2 B B A R & 0 BT S iz lEE@EmED 2 v —7
ERHIHERED B RAT S L ITZME LICFEE, FESETHETREZRDLATWHEH D
(%) Oabt—4 LUIERLITET L2 EHOWT A ZREHT 2 itk -> Tl
TROELEMZNIFET 5,

k., lEEEmMEDO A C—2 R LI2GEIR, FEMLORRIERERS TH 5
ZEDONGGERRRFIZ 2 SNTe b D LT B0, ZLISNOFEESE CEEME A REL
et PN O SAE . A SRR O FAT SN D EGE 3 1 H AN O S HA 8
AEO B —7p CRREFRERES CTH D Z L 2RI A EHORNELHE T 5,

Flo, TNDHDNGFEDOBIC WD AFEEFRITIL, HEERAICB W TR OE B
ThH>EORAVTHI N TR TT R B2,

BT G AR O D kOS5 A
RS AHIFEBA DA 1T, ARRERE D 5 53 THGEE O ERBFTIC AR
ICEDLNTAREHEAI LI O, b LAXEAMEOS A & RO EE 2R H T
B I Ko TEREMEGET 5,
2. SLAEDOBICHRIN T 2 EHITIL, HEERRICB W THEEOERE THLEH D
RAZFGHEH LR TR DR,

X IFEFETEDLNDER] &iF, UTOL b0z ST,
- EIERE B 14 50 2 (BENBRER)
- CEREERATRIAL 5 3 4 (FFAIREDHR)
- HEREY—EAFOFREDOANR, BHLOEE BT D MY
32 LKV DOWERSIE (frr)

B REHEZ WL 56

A OFAFEDOEE X345 D B, IRIEER R PRI FERER 235174 % & 2t
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BOY4A4X

AFRRER D FATY 5 H DB AGEAEITMR D8, RSA TV X LT, 2048bit &4
5o MAFFEHZEIARDEIL, Ny =27 /b3 U X A2 shalWithRSAEncryption % %
ETHEAIE. RSA 70T X AT 1024bit & 45, Ny a7 /L3 XL
sha256WithRSAEncryption DL EA 5% ET 535E 13X, RSA 703 Y X A% 2048bit &
2,

NHEBONSA—2EFRRUVLERE
INBREE RS A — 21X [EFECXAEALE Y a— I Lo TAoER SN, AR S
A =X DFERAEIL, B {bEY 2 — ML iThbis,

BOEHABEMN

ARFERER DL, keyCertSign & cRLSign &9 5,
B4 HRE AR 588X, nonRepudiation &35,
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FRAEFGE ISR 58X, DigitalSignature &9 %,

6.2 AERDRERUEEEY 2 —I/ILETTDOERE
621 BBEETC1I—I/ILDELLEH

6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

AFRAER OFA DT Y = —/Lix, US FIPS 140-2 L ~L 3 & [RIZELL EOBHEIC
T DD ET D,
IMAEFLEFEORNTE 2 2 —1id, US FIPS 140-2 L~UL 1 & [F&5ELL EOHIS (2 HEHL
THHLOET D,

BEANZLHINERDEE
CA FAEHECEID D05 5T ¥ = — /L O#EIL, SRRERRIEENICB W THER 2 H - 514
BANDSIDNDE & TITH,

MEFEOIRYOY
BRI > THE L SRR ERE, CARAROEEIII TR,

WERBDONY I TV T

CARAHD /Ny 77 » 1L, BAERIHENICB W THEREZ AT 2EBADLZND
ETIT 9, Fley Ny o7y TF—=2id s S, U A FTICHER CA RLVA#ICH
THERITBSI, DS NIEB A IZE NI D512 5 e vl Re 7o R E 5
FTCRE T %,

WERBOT7—HhA4D
AFFERIE, MAEBEFGRED T — DA 71347720,

EEED1—ILADIEROEMETY H L
CA RLAHT., RIFRMENICH HREELEY 2 — LNICE S (L SN TR S5,

6.2.7 BEBES 1 —ILADIEROKMK

6.2.8

IMABERAGL, BRBRFTETHZEY 2=/ ANTT 5,
ﬂﬁﬁ@%ﬁkﬁ%

CARAHIT, FRRERIFENICH D5 LE Y 2 — VN TIEME (LS D, T OHEET
MERR A2 AT DN DIEZNDH & TIT D,
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6.2.9 FEHROIFFEILHE
CA FAAHET, SRAERR I ENIC H DI 5 bE ¥ = — VN CIREM (L S D, Z OEEIX

MR Z AT 2 EBANDNZ D H & TIT D,

6.2.10 FhAERBOBEEARE
CA FAEHOBERIT., HEADNIEVWDOL & TEIEARAGER FIEIZL VD ITb s,
F7-. CARERD Ry 77 v TR CA RA#ROEEMEED B &L LT, WHAICH

B35,

6.2.11 BEEE Y 21— )LD
AFRAER OFAFEDEANTE Y = —/Lix, US FIPS 140-2 L~UL 3 & [RIZELL EOBEIC
T DD LT D,
IMAEFLEFEORNTE 2 2 —id, US FIPS 140-2 L~UL 1 &[R4 LI EOHIS (2 HEHL
THHLDET D,

6.3 RATEEICHY 2T DMOE

6.3.1 KEFRDOT—hAT
AHBEOT —HA Tk, ENEGUETEHELRET S 2 LIk TIT .
CA ZEER OMMAZZEN 1L, 2 OFRHIBA T LThHd 10 FERIRET 260 &
1%

6.3.2 AFISEIAZDOEEIME L BT OFE AL
ARBFERORAFEDOANIL 104 L, ABRSEOAZHMIX 20 L35, HL,
BRI T 25X 2 U 7 4 DRRBTERWIEEMBRIC R 72561, 10 F L0 BL
BT OFHEATIGENH D,
IMAFE OABSEEOARIL 5 F L L, T OFRAHOMH I ABISREEO A 2R
D1y ARTEEZZ2NbD LT 5,

6.4 EMHET—4

6.41 FEMHET—2DEREASA VR =)L
AFRRERICB N THWLN S CA RAG#HEZ ZHETOERILT —Z DERE A A B
— Ui, AFREER TED BN HEICIEWE S5,

Copyright 2016 A#stEHIIE AN H ARZE R All rights reserved. 55



6.4.2 FEHLT—2DRE
ARFEHIZBNTHON BN DIEMNALT — Z 13, ARG TED b BUEITHE R
Shd,

6.43 FEMHIET—2DFDMOEHK
HE LRV,

65 AVE1—32DtEFxa) T+ EHE
6.5.1 BEDNDIVE2L—2DEF2T4ICETLEMUEH
RAERIE~DT 7B AL, FOT 7 B AMREZHRESNTEDOHRNARETHY | BT
FEAES L<IXID - AT — NI K D2 BEFR OFEGEAAT 5 HRE A . BEE 2 RE T
ERAR
F7o, AR IEF OWFE BT, SRl OFRIEr, MENEOBIEL K S
ADBIERTE AL T D,

652 AYEa—%tXxa) T 5
HE LA,

6.6 T4 Y4V ILDOFEMHERE

6.6.1 YRATLHEARERE
ARBEEH DT AT A%, #URWEERNMTONI-EE T S CHREESNZbD
AT 5,
KRR DV AT JMZONWTIE, BRI CIRIF SN DRSO NENE R TE D X
I, HEV AT LD, OS KOT 7V r—a xR 2,
KBFERDDO Y AT DR DS, OS K OT 7 ) r—3 3 U 2 EHT 535005, FHai
SRS 21TV AMEE IR T 5,

6.6.2 X T EREE
PRRER I K MRy b U — 7 AR OB, BEREEMOREL T ELIT O LA, A
i pE)%/C;ﬂJE éﬂtiﬂlﬁ \—T/:E’) ’C;%ﬁm?‘éo

6.63 SATHAVILDEXFL) T4 EHE
X2V T 0 OWEIITEICET 2 EREZINE L, WUV A 7V TERFOEx 2T
A HINZEAT LD, REX 2V T 4R — ATz %2i75, BX 2V T 0 LA
IRRIRERCHEsaME 7R &3 72 I A BRRIEBR B CRfAli L. 42005 U O IERTE 2 54 5,
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6.7 XY LIT—UDEF2) T+ EHE
PRERRIHIE, ARy R — IR LTI 7 A T U — A% L THEREZITY & & bIT,
RERARH T AT L2 BANT L0 EF0txa U7 1 RESREZHE LT TV 5D,
F iz, I EE OMWE BV T, KBRERH OFRIEC, WENEOEIEL O S A
ORI EZ#HE L T D,

6.8 BALARZUT
FAERAEIL, 7TV — g VEICBWCIEMZ A - g 295 728, NTP 3—
BRI X BREZIRE 21T 9,
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EERAERUVEMUR MRV OCSPOTOT 74 )L

7.1 SIBRZEO O TJ7A4IL

ARFERDFATT 2B FREHEIL, X509 N—T 3 37—~y FEAFERERUZ LD

VER S, 2B R EL X500 #5814 (DN) |

BICHA SN b0 ET D,

REBFERMNIITT D EREHEDO 70 7 7 A VO, £ 7.1.1 O#EY L35,

#1711 FEELE 7B 7 7 A Axtin®
AIERAEAE R EAFER w774V TRE S 2 7 7 AL
SHA-1 x4 ] CA GEBE #17.1.2 #17.1.3
SHA-1 xHii8FEH CA REF]# #7.1.4 #17.15
SHA-1 st/ 354 HIGER & #17.1.6 #7.1.7
SHA-1 %HIGFRGEH FEF & #17.1.8 #17.1.9
SHA-256 xfisE4 M CA GEM & # 7.1.10 #7.1.11
SHA-256 xfia@al H CA FiEH & #7.1.12 7 7.1.13
SHA-256 %f)&E 4 HEEHH #7.1.14 # 7.1.15
SHA-256 5wk F 7k B & #17.1.16 #7.1.17

711 N—2 3 BE

AFRRERDFATT DB FREAFIL, X509 N—2 3 > 3 7+ —~ v MEAFEAIZ X

DIERR SN D,

7.1.2 GIFAEDHEFEEE (REBEERBUASFORMEESD)
AREBFERINFITT DEEHZEOIGRE O 7' 0 7 7 A V133 7.1.1 OYLEE 7' 0 7 7

AND@Y L5,

72X%. SubjectDirectoryAttributes J3E TH W 2 PR EEE AL B O JEME  (heRole)
[ZOWTIE, ACPS 17.1.10 friEEREALDEF OJEME (heRole) | TED D,

713 ZILTYXLA TS Y FERIF

AFBAER DN FEATT D EARAEHEFE LT CRL 12

BIFAELTALIY X AT

SHA1withRSAEncryption (1.2.840.113549.1.1.5) XiX sha256W1thRSAEncryption
(1.2.840.113549.1.1.11) TH v , KE 7EHEIC T s 2
T X AE, RSAEncryption (1.2.840.113549.1.1.1) Th 5D,

AEHEFEATH OB T
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7.1.4 AHEIOFHK
ARFRFERNIIT T AEEFEHAEBICRBITA2RENRIL, £7.1.1 DY TH D,

7.1.5 ZRIFIE
JEIAYA4AN

716 CPA Iz FERIF

AR DN FEATT 2 B4 MAEHEFE L ORGEMGEAEDO A7 V= 7 Ml 13, £ 1.2

DEY TH A,

7.1.7 R FIFYREE
fERA LA,

7.1.8 R VIEHFOEXRVERK
HE LA,

7.1.9 FEEAZERY SRR T 4 —IL FDFKL
HPKI-CP OA 7 ¥ = 7 NakRII T 27T 5,
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#7.1.2 SHA-1 #ISEB4H CAGEHET 07 7 A )V (FEARMHE)
HE RE LB

Version Verd &35,
SerialNumber A —RSRE RN FAT T DREEN T =— 7 i & T 5,
Signature shalWithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer B D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

MHLW HPKI Root CA

WHTFOMEAT S, (CountryName i Printable, %

Subject AL T UTF-8 Tiiik 3 %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O|X|X]|O OO0 O O|0] O |00 O 0O O |OO0|0]0|0|0

CommonName HPKI-01-HPKI_J- forNonRepudiation
SubjectPublicKeyInfo

Algorithm rsaEncryption

SubjectPublicKey RSA /B #2{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions PLaRsERL (£ 7.1.3) &M

Fzho, TO)] #E, [X] 1L

LW & aFT,

5
i
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#7.1.3 SHA-1 %)% CAGEAET 0 7 7 A4 /v (JLiEfEEL Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAEEAFONBRSEED SHA-1 Ny ¥ =2 fH
authorityCertIssuer O %ﬁ?O) SR ﬁ_ ck (Country\lé\IaEn}e 1
Printable, Z#LLI4ME UTF-8 Titikd %)
c=JP
drecoryName | 0| 7 Mot Labour and Wolar
ou= MHLW HPKI Root CA
authorityCertSerial O | NGEHEO Y TLEE
subejctKeyldentifier O | ZOFEHEFEDOAREED SHA-1 Ny ¥ 2 fH FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O %?&?0) HEHT 5, (Countryl_\IaEn‘ae X
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
?;;f&?geljesource O http://hpki.mhlw.go.jp/repository/rlist/sarl.crl
subjectInfoAccess X
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authoritylnfoAccess VAN FALSE

#Ho, TO] IFTRE, TX] FRELRNWI E2£T,
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7 7.1.4 SHA-1 %H&FEREAH CAFEE Y v 7 7 4L (FEARGEIK)
HE RE LB

Version Verd &35,
SerialNumber A —RSRE RN FAT T DREEN T =— 7 i & T 5,
Signature shalWithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer B D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName MHLW HPKI Root CA
Subject ﬁ?ﬁ?OD Jf@ﬂ%@‘é o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O|X|X]|O OO0 O O|0] O |00 O 0O O |OO0|0]0|0|0

CommonName HPKI-01-HPKI_J-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA /B #2{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions LR (£ 7.1.5) M
Ko, TO] RE, [X] FRELRNVI LEET,
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# 7.1.5 SHA-1 %57

FEH CAREE 1 7 7 4 /L (JLIRFHIK Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAEEAFONBRSEED SHA-1 Ny ¥ =2 fH
authorityCertIssuer O £§&$® SR ﬁ_ ck (Country\lé\la\n}e 1
Printable, Z#LLI4ME UTF-8 Titikd %)
c=JP
drecoryName | 0| 7 Mot Labour and Wolar
ou= MHLW HPKI Root CA
authorityCertSerial O | NGEHEO Y TLEE
subejctKeyldentifier O | ZOFEHEFEDOAREED SHA-1 Ny ¥ 2 fH FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O ﬁ?ﬁ(?@ HEHT 5, (Countryl_\IaEn‘ae X
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
}lélsrfi]irgeliesource O http://hpki.mhlw.go.jp/repository/rlist/sarl.crl
subjectInfoAccess X
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authoritylnfoAccess VAN FALSE
xzho, 1O 1 X ERELBRNZ EERT,
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# 7.1.6 SHA-1 GBS HGEHE T 7 7 7 A b (FATHHIR)

HE RE LB
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBIITT HiEEN T2 =— 7 i L T 5,
Signature O | shalWithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 2L F (UTCTime T ET 5,)
Lesuer o Yo T D I d Do \ ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |[JP
OrganizationName @) Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forNonRepudiation
Subject O ﬁ?&?@ e Chcn 6; o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName o TN DS RSB 5 O & B D Y56 13460

Z DL AT EREAERY & v —~ 7 TR

A DS SRS D L OS5 130

OrganizationUnitName @) "Director] 0 3C=251|% H
CommonName © | MAFEDORAL D r—~F %5l
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA ZABA#EfE (1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yroksEE (£ 7.1.7) M

FzHo, TO] #AE, O] HBHEICKVMAE, TA] A7var, X TEELRNI &

ERT,
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# 7.1.7 SHA-1xf0EAMAEAE T v 7 7 A L (YRR Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEAZEOAREED SHA-1 /Ny ¥ =l
authorityCertIssuer O £§&$® i ﬁ_ ck (Country\lé\la\n}e 1
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
drecoryName || © | 7 Mot Labour and Welar
ou= MHLW HPKI Root CA
authorityCertSerial O | EAFEAEDO Y T LE S
subejctKeyldentifier O | ZOEHAFEOAEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers @)
cPSuri @) http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
ilélgfilirggjesource O http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [} TRELRNWI LekT,
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#17.1.8 SHA-1 XCERFEAGEAE Y 0 7 7 1 /b (GEARGE)

HE RE LB
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBIITT HiEN T2 =— 7 i L T 5,
Signature O | shalWithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 2 2L F (UTCTime CTiET 5,)
Lesuer o Yo T D I d Do \ ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |JP
OrganizationName @) Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forAuthentication-forIndividual
Subject o ﬁ?ﬁ?OD e Chcn i o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName O ﬂuk%ﬁl%;}‘ﬁf%%%%?%@%@%ﬁﬁ%? .
Z OSEITER G4 & 0 —~ 5 TRk
OrganizationUnitName @) b[ﬁﬂ.%ﬁ i Fﬁ% 0)%@,%0)%/5'\@%%
Director| 3TF-51% #&#H
CommonName © | MAFEDORSL Zr—~FZil#l
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA ZABA#EfE (1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yroksEE (% 7.1.9) M

£Ho, TO] #AE, TO)] BAICIVMA, TA] 7 var, IX] FERELRNWE
B3R,
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#7.1.9 SHA-1 %SERFEAGEAE 7 7 7 4 v (JEiEfEE Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEAZFEOARED SHA-1 /Ny ¥ =l
authorityCertIssuer O £§&$® SR ﬁ_ ck (Country\lé\la\n}e 1
Printable, Z#LI4ME UTF-8 Titikd %)
c=JP
drecoryName || © | 7 Mot Head Labour and Wolar
ou= MHLW HPKI Root CA
authorityCertSerial O | EAFEAEDO Y T NLE S
subejctKeyldentifier O | ZOEHAFEOAEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers @)
cPSuri @) http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?;gflﬁgfiesoum O | httpi//crl.pki.med.or.jp/repository/crl/crl-auth.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [X) TRELRNWI LekT,
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#7.1.10 SHA-256 5524 CAGFHE T 0 7 7 A )L (FEARGEER)

HE RE LB

Version Verd &35,
SerialNumber A —RSRE RN FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer B D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

Subiect BT OREHT 5, (CountryName |3 Printable, &
e NLISHE UTF-8 Ttk ¥ %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Digital Certificate Center

O|X|X]|O OO0 O O|0] O |00 O 0O O |OO0|0]0|0|0

CommonName HPKI-01-HPKI_JV2- forNonRepudiation
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA /B #2{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions LR (£ 7.1.11) &R
Ko, TO] RE, [X] FRELRNVI LEET,
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# 7.1.11 SHA-256 % CAFEHAE 10 7 7 A )L (JL9EMEE Extensions)

HHE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EALFERAZOAB#DO SHA-1 Ny ¥ = fE
thoritvCert] o FKEFDHEMNT %, (CountryName |3
authontylertissuer Printable, % UI4h3E UTF-8 Citikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFERAZEDO Y T E S
subejctKeyldentifier O | ZOFEHEDOAEED SHA-1 Ny ¥ = ff FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O BHETFORMEMAT 5, (CountryName [%
Printable, Z#LL4MNE UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O %u= Dlr(?ctor-General for Policy Planning and
valuation
ou=MHLW HPKI Root CA V2
cn=SARL
uniformResource . . . . .
Identifior O http://hpki.mhlw.go.jp/repository/rlist/sarl2.crl
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subjectInfoAccess X
authorityInfoAccess VAN FALSE
KPD, TO] 1FRE, [X] BRELRNWZ L 2ET,
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#7.1.12 SHA-256 5tSg8iE CAGFBHE T 0 7 7 A )L (FEARGEER)

HE RE LB

Version Verd &35,
SerialNumber A —RSRE RN FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer B D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

Subiect BT OREHT 5, (CountryName |3 Printable, &
e NLISHE UTF-8 Ttk ¥ %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Digital Certificate Center

O|X|X]|O OO0 O O|0] O |00 O 0O O |OO0|0]0|0|0

CommonName HPKI-01-HPKI_JV2-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA /B #2{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions LR (£ 7.1.13) &R
Ko, TO] RE, [X] FRELRNVI LEET,
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# 7.1.13 SHA-256 xfGadal ] CAREAE 7 1 7 7 A /L (JE3EGES Extensions)
HA RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EALFERAZOAB#DO SHA-1 Ny ¥ = fE
thoritvCert] o FKEFDHEMNT %, (CountryName |3
authontylertissuer Printable, % UI4h3E UTF-8 Citikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFERAZEDO Y T E S
subejctKeyldentifier O | ZOFEHEDOAEED SHA-1 Ny ¥ = ff FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O BHETFORMEMAT 5, (CountryName [%
Printable, Z#LL4MNE UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Dlr(?ctor-General for Policy Planning and
Evaluation
ou=MHLW HPKI Root CA V2
cn=SARL
uniformResource . . . . .
Identifior O http://hpki.mhlw.go.jp/repository/rlist/sarl2.crl
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subjectInfoAccess

X
authorityInfoAccess VAN FALSE

#Ho, TO] IFTRE, TX] ETRELRWI E2E£T,
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# 7.1.14 SHA-256 xiis B4 MREAE 7 1 7 7 A b (FEAGEI)

HE RE B
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBIITT HiEEN T2 =— 7 i L T 5,
Signature O | sha256WithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 2L N (UTCTime T ET 5,)
Lesuer o Yo T D I d Do \ ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |[JP
OrganizationName @) Japan Medical Association
OrganizationUnitName O | Digital Certificate Center
CommonName @) HPKI-01-HPKI_JV2-forNonRepudiation
Subject o ﬁ?ﬁ?OD e Chcn i o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName o NN 73 EEHRAE A D8 BRE D6 132

Z DL AT EREAERY & v —~ 7 TR

A DS SRS D L OS5 130

OrganizationUnitName @) "Director] 0 3C=251|% H
CommonName © | MAFEDORSL Z v —~F & il
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA /ABA#E( (2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yEoRsEE (% 7.1.15) M

£Ho, TO] #AE, TO)] BAICIVMA, TA] 7 var, IX] FERELRNWE

ERT,
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% 7.1.15 SHA-256 %24

SFIAE v 7 7 AL (JEiEfEIR Extensions)

HE RE LB Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAEEAFO NSO SHA-1 Ny v =2 fH
authorityCertIssuer O %ﬁ?O) i ﬁ_ ck (Country\lé\IaEn}e 1
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EAGERAEZEO Y TAES
subejctKeyldentifier O | ZOFEHEFEDOAREED SHA-1 Ny v =2 fH FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?géi(ggeljesource O http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [X) TRELRNWI LekT,
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# 7.1.16 SHA-256 ®}GiRFEHGEHE Y v 7 7 4 v (FEARmE)

HE RE B
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBIITT HiEN T2 =— 7 i L T 5,
Signature O | sha256WithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 2L F (UTCTime T ET 5,)
Lesuer o Yo T D I d Do \ ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |JP
OrganizationName @) Japan Medical Association
OrganizationUnitName O | Digital Certificate Center
CommonName @) HPKI-01-HPKI_JV2-forAuthentication-forIndividual
Subject o ﬁ?ﬁ?OD e Chcn i o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName o NN 73 EEHRAE A D8 BRE D6 132

Z DL AT EREAERY & v —~ 7 TR

A DS SRS DB L OS5 1T IH

OrganizationUnitName @) "Director] ¢ 3C-251|% H
CommonName © | MAFEDORSL Zr—~FZil#l
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA /ABA#E( (2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yEoRsEE (X 7.1.17) M

£Ho, TO] #AE, TO)] BAICIVMA, TA] 7 var, IX] FERELRNWE

ERT,
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# 7.1.17 SHA-256 *tGRREHREHE Y v 7 7 A )L (JE5EMEK Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | BGEEHAFEOAEED SHA-1 /Ny ¥ =i
) BHFOHEHAT %, (CountryName /3 Printable,
authorityCertIssuer O Z AL UTF-8 Catik42)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFERAZEDO Y T E S
subejctKeyldentifier O | ZOFEHEDOAFED SHA-1 Ny ¥ 2 ff FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
‘I‘Q‘;flotli”geljesoum O | http/erl.pki.med.or.jp/repository/crl/crl-auth2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [X) TRELRNWI LekT,
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7.1.10 REEEHREUTFOREME (hcRole)
(1) ¥7v=2 b7 427 b YJEMSLHE TO heRole @D

A CPS Tl&. HPKI-CP 27V, ISO 17090 THIE L 7= heRole JEMEA TRLICRT L S\
77 AN L THWSZ LIZT 5,

subjectDirectoryAttributes D attrType IZ 1% hcRole x #£ + OID
{ id-hcpki-at-healthcareactor } ##% &3 5,

attrValue (¥ HCActorData T, HCActor @ codedData Tl codeValueData (LM 7",
codeDataFreeText # H\ %,

A CPS Tl coding scheme reference @ OID & L T ISO coding scheme reference % V9",
HPKI-CP TE®» bil/e3k 7.3 D& %27 5 local coding scheme reference @ OID I3,
{ iso(1) member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } & A 5, EHKL L, £ 7.1.5 1R T X H 2K
shFestz W UTFS8string TR ET 5,

subject NEEDER A AT H5E 1%, HCActorData (&4 %5 D HCActor 7% &4 5 Z &8
T& 2,

ARILRIE, IMAE DEFERRAE K OEREREOERE OLEIINHALE T 5,

#17.1.5 HPKI &#4 7 —7 /) (codeDataFreeText D EF%

“ks (EXRERK) B
‘Medical Doctor’ = fifi
‘Dentist’ A} = Al
‘Pharmacist’ FEF
Gk (EREE OB HELH) it B
‘Director of Hospital’ bR
‘Director of Clinic’ IRt R
‘Supervisor of Pharmacy’ B A A
‘Proprietor of Pharmacy’ FIRBHRRE
‘Director’ Z DAt D PRAE I AE AR B O E R BT

) EHA DU — R OZEH T8 Space (x20) &35,
52 Directors M % i H 3 55 A 1L Subject 7 1 — /L K@ OrganizationName M Y

OrganizationUnitName |Z76C, OrganizationName (Z{REEZE BB AERI L 2 58 e —~
T CHG L. OrganizationUnitName (Z”Director” ® L4 2403 5,
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(2) HPKI hcRole @727 7 A )L
A CPS Tix. HPKI-CP (2%, ISO IS 17090 (Z7E D Hi7= heRole J& D ASN.1 Fit & LA
Tokosicer7rA 115,

hcRole ATTRIBUTE : := {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE hcActorSubstringsMatch
ID

id-hcpki-at-healthcareactor}

- Assignment of ocbject identifier values
- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

- Following values are defined in Japanese HPKI CP:
id—jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body (2)
Jp (392) mhlw(100495) jhpki (1)}
id—-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE ({

codedData [0] CodedData,

regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —- Notel (Do not
use)

CodedData :: = SET {

codingSchemeReference [0] OBJECT IDENTIFIER,

- Contains the ISO coding scheme Reference

- or local coding scheme reference achieving ISO registration.

- Local coding scheme reference in Japanese HPKI is id-jhpki-cdata
(defined above)

- In this profile, use this OID: Note 2

- At least ONE of the following SHALL be present

codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } -— Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP

Notel : HCActor ® regionalHcActorData (%, A CPS Tl L7Z2v>,
Note2 : HA® HPKI-CP TiE®7= local coding scheme reference ® OID X, idjhpkicdata {iso(1)
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member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } &3%, Z® OID %, & 7.4 D&KL &S
B9 5,

Note3 : A& CPS Tl¥ CodedData ® codeDataValue IZHV 72\,

Note4 : A& CPS TlX. codeDataFreeText & L T® DirecroryString (2133 7.4 \ZHE L7= ‘Medical
Doctor’ 7¢ K DHRFEXRFLOEML & H D, F7-. DirecroryString |+ UTF8String CT=> =
—RFLEEbDEMS, v v F oI A—WIALF ) =<y F 7LD,
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7.2 FSFRAELRHIVRA FOTOTFAIL
RIBFERNIHITTH CRLOT 1 7 7 A )LOFFEMIX, £ 721080 95,

RKzh Y 2 MEFR FEAGHIR CRL = bV 3E5E#H CRL IEsREEER

SHA-1 %f)iis #1722 #1723 #1724

B MGERERL Y X B

SHA-1 %f)iis #1725 #1726 #7.2.7
POREHREBERZN Y A b

SHA-256 %f)is #1728 #17.2.9 7 7.2.10

B MGERERL Y X B

SHA-256 xf)iis #7.2.11 #7.2.12 7 7.2.13
RGEHFEERZD Y A R

721 N— a3 &S

RFLEERAIITT 5D CRLIZ. X509CRL 74—~ v MNERONR—T 3 0 21205 b0 &1

éo

7.22 CRL & CRL TV M) YieE4SEE
ARFEEERNBITTA CRLO 0 7 7 A V&L TFITRT,

# 7.2.2 SHA-1 xfItE4 HREAERY A b7 a7 7 AL

74— K RIE B
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o BT D I fE 'é— » (CountryName /% Printable, %
LM UTF-8 Crtik 4™ %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O | HPKI-01-HPKI_J- forNonRepudiation
ThisUpdata O | CRL#1THKf (UTCTime CTEET D)
NextUpdate O | thisUpdate + 96 I¢fi] (UTCTime TET 5, )
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
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RevocationDate O | K¥hBEZTEHEHT 5,
CrlEntryExtensions O | $EokmEE (& 7.2.3) &
CrlExtensions O | IR (£ 7.24) S

# 7.2.3 SHA-1 {ISEAMEHERDY A o7 a7 7 AL
(CRL = U Jz5E5H crlEntryExtensions)

74 —IVFK RE B Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

# 7.2.4 SHA-1 QB HGEAERZ Y X FOT 07 7 A )L
(CRL JL5E#EIK crlExtensions)
T4 —IVF BRE B Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REEFIEHEO AR SHA-1 Ny ¥ =2 fd
) BHFOMEAT S, (CountryName i
authorityCertIssuer O ) o
Printable, “Z#LLI4M % UTF-8 Citik 7 5)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | #AERREEOFEAE S Y 7LV E 5
IssuerAltName X
CRLNumber O 128bit LA T DIEDEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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#1725 SHA-1 %GR EHFEHERZDY A o7 a7 741

74 —VR RE Bk
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o WO BAE T %fi » (CountryName (% Printable, %
LML UTF-8 Thtik 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O HPKI-01-HPKI_J-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | yroksEll (3% 7.2.6) 2
CrlExtensions O | JroEfEE (% 7.2.7) &M

# 7.2.6 SHA-1 MISFRAEMGEHFERD Y X b OT 7 7 A L
(CRL = kU §53EH crlEntryExtensions)

TA—IVEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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#7.2.7 SHA-1 %SG EHFEHERDY A o7 a7 74
(CRL yEaERE L crlExtensions)

T A4—=NEF RIE B Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
suthorityCertIssuer o BT ORERT 5, (CountryIA\IarTle X
Printable, Z#LIFME UTF-8 Titik 4 %)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | REERAEAFEOFENE Y Y T LE S
IssuerAltName X
CRLNumber O | 128bit LA F D IEDFEESK
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X

# 7.2.8 SHA-256 3t B4 HAEAERZN U A b7 a7 74 v

74— K RIE B
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lester o WHF O B 54 » (CountryName % Printable, %
ALSME UTF-8 TRtk 3 %)

CountryName O |JP

OrganizationName O | Japan Medical Association

OrganizationUnitName O Digital Certificate Center

CommonName O HPKI-01-HPKI_JV2- forNonRepudiation
ThisUpdata O | CRL#1THKf (UTCTime CTEET D)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TERET 5,)
RevokedCertificates O
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UserCertificate O | RELT-FEHED serialNumber % F#k,

RevocationDate O | ROHEZLHET D,

CrlEntryExtensions O | #ogwEs (% 7.2.9) &M
CrlExtensions O | JRoEfEE (% 7.2.10) 2

#17.2.9 SHA-256 B4 HGEHERD ) X FO T m 7 7 A L
(CRL = U Jz5E5H crlEntryExtensions)

74—V BRE LA Critical
ReasonCode @) FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

# 7.2.10 SHA-256 %HiGEA HAEERZ ) A o7 w7 7 40
(CRL ¥:5EfEI crlExtensions)
74—V K e FiEA Critical
AuthorityKeyldentifier @) FALSE
keylIdentifier O | LRI EOARSED SHA-1 Ny ¥ = fd
_ FHFOMERT 5,  (CountryName I3

authorityCertlssuer O i o
Printable., =L UTF-8 TRtk 3 %)
c=JP
o= Ministry of Health, Labour and

) Welfare

directoryName ou= Director-General for Policy Planning

and Evaluation

ou= MHLW HPKI Root CA V2

authorityCertSerial O | REERIEHFEOIEAZE S ) 7 LEKE

IssuerAltName X
CRLNumber O 128bit LL T O IEDFEEE
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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3 7.2.11 SHA-256 xSt HREAE R A ho 7 a7 7 A v

74 —VR RE Bk
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lesuer o WO BAE T %fi » (CountryName (% Printable, %
LIAME UTF-8 Crtik 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Digital Certificate Center
CommonName O HPKI-01-HPKI_JV2-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | Lok (& 7.2.12) 2
CrlExtensions O | JroEfEE (% 7.2.13) &2

# 7.2.12 SHA-256 *ISFBAEMGEHERZ Y A b7 a7 7 A 1
(CRL = kU §53EH crlEntryExtensions)

TA—IVEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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3% 7.2.13 SHA-256 *tSidsE HREERZN Y A ho7Fa 7 7 A4 v
(CRL yEaERE L crlExtensions)

A4 —IVEF RE A Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
i W FORMEHT S,  (CountryName I3
authorityCertIssuer O ) o
Printable, Z#L4AM3 UTF-8 Tilik 4 %)
c=JP
o= Ministry of Health, Labour and
) Welfare
directoryName ou= Director-General for Policy Planning
and Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | REERAENFEOGENE Y Y T LE S
IssuerAltName X
CRLNumber O | 128bit LA F D IEDEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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7.3 OCSP 7a774 L
731 N—C30FBE
HIE L7,

7.3.2 OCSP ¥isE a1,
HIE L72u,
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8. HEHMEEE L ZDMDETE

8.1

8.2

8.3

8.4

8.5

8.6

EEAE

AFRFER L, HPKI-CP ~DO UL A 4 HPKI GRGE R bkl LR 5, HL,
BE. BIE, Gkl SEEROMRIC KR EEN L -T2 GEITEbICEELFEwT 5, £
Tz, 1T ORRE CREAELZ E T 5,

EREEDET - B
BEEFICIT, VAT LAER, PKINOV AT AEX 2 )T 2 IClT 28 s HEsELEbY
HAEMEMEND,

EEACHETEORR
B AL, AR ERWEREA 2 2T 7200, AGRRER O A BRI LA O B A sIgoe R 20
OSBRI U, AFRAER & ORI FIEBIR & Fi7- fe B L5

EET—Y
HEILMERE A O IE B 1%, HPKI-CP., A& CPS M OHHEHREEICHEILL TWA Z & ZHiic
A2 FEd 5,

EEERBEAN DG
KRR FRALHNES DR O b & BT B IR 2 s R 2 T 5.

ERERROE

AFRFERE. FEAEOERMEICEET 2 ERR RS RSN HE2RE | BABREAR
L7200 RERA 3 OB VRIS 2 R R ANJE L S 72 5 B 13 A  BRRE# ) OV HPKI 78
AERHEMFEREICEDICEIT 2 bD LT 5, L, ARRERIE, ARGER OEA A SUTIERIR
Uz ES < BIRERO T CHEGUTIRBIC Y LEER-RREART D2 L bbb 2.
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9. TDMDEXRLEEZFLDEIE

9.1 ¥&
AR D B BN R AT AEAIL. A CPS TIEED T, EHMARH Web ¥4 MMoit#
+5,

9.1.1 FIFAZDRITXIIEHH
HIE L72u,

9.1.2 FSIBHEADT7YV A&
HIE L2,

9.1.3 EMRXIIRT—E RBEHRADT7 I XA¥E
HIE L72u,

9.14 FDDY—ERIZxT EHE
HIE L72u,

9.1.5 LR LIS
HLE L7,

9.2 BMHBLDERE
9.2.1 RIZD & A
HE L7,

922 ZFDtDEE
HE L7,

923 IVFRIVT 4 T4I12x9 2RERITREE

BUE L7awy,

0.3 EXEHMOMERE
9.3.1 #EIEMDEEFH
SRR MR T A IIAF OB HIE. AFHE, CRL. KRN ED S CPS o—#iL LTH
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RN ARINT b D ERE, WERFSRE L THRbN D, ARFERIL, EOEDIZLD5E
K OIMAFENS K % FROAE LG E6 2BV T 26 OFRAZSMBIZBZR L7,

AFERERE, 2D Fhe & . HEFRES . ITBFRE H 5 WITIERETER SN L T OO
FHe S (SR L TT RS 24 DA L OB U, s ARG L LTRbh 51
WMEBITRTHZLENTE D,

ETMBOEIFICEE L TY A 23 571, Kbt &R K O OO FMZEIC
L TH, ARFERITWERF SR E L TRONULHEREARTHIENTE D,

A RERAEDORARIL, € OMAFIZ L > THERFTNSHERTH S, BRERTIE, W
BROGETHLINDLOHE~DT 7 AFERZRZAL Ty,

9.3.2 HEFEWMNEESN DIFER
ROMEHRITEE R E L THRDR,
BFREHFEICE EN TV D IFH
CRLIZEEN TV D IEH
AFERER LS DT D B IRFFOHIIREE LIS AK & 72 > T2 1B
BARICBI L TIMMAEIZ L » TERRE STV 5 1EH

9.3.3 HEFERERESLEML
AFRRERIE, A CPS 19.3.1 M FHR O | THE SN -HEF R RET 2 H]ELA D,
L., ARFERBIREFT D 1FH A, EOEDIC K258 K OIMAFIZ L 5 FRTOKEZ 157
GEHTRT 22803 H 5, TOBE, TOBEMREI D 32813 E H 5V ITER 26K &
D ZOEMAE ZFITBRT D2 LI TERY, bbb T, 2O XD fEFWARR L7
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